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Introduction 

Information and Communications Technology covers a wide range of resources including 
web-based and mobile learning.  It is also important to recognise the constant and fast 
paced evolution of ICT within our society as a whole.  Currently the internet technologies 
children and young people are using both inside and outside of the classroom include: 

• Websites 

• Learning Platforms and Virtual Learning Environments 

• E-mail and Instant Messaging  

• Chat Rooms and Social Networking 

• Blogs and Wikis 

• Podcasting 

• Video Broadcasting 

• Music Downloading 

• Gaming 

• Mobile/ Smart phones with text, video and/ or web functionality 

• Other mobile devices with web functionality 

At Poplar Adolescent Unit, we understand the responsibility to educate our pupils on 
eSafety issues; teaching them the appropriate use and critical thinking skills to enable them 
to remain both safe and legal when using the internet and related technologies, in and 
beyond the context of the classroom. 

Both this policy and the Acceptable Use Agreement (for all staff, governors, visitors and 
pupils) are inclusive of both fixed and mobile internet; technologies provided by the school 
(such as PCs, laptops, personal digital assistants (PDAs), tablets, webcams, whiteboards, 
voting systems, digital video equipment, etc); and technologies owned by pupils and staff, 
but brought onto school premises (such as laptops, mobile phones, camera phones, PDAs 
and portable media players, etc). 

Monitoring  

 
All computer and internet activity is logged by the school’s internet provider. These logs 
may be monitored by authorised Essex County Council (ECC) staff, including staff on 
Poplar Adolescent Unit. 
 

 

 

 

 



 

 

 

 

Breaches  

A breach or suspected breach of policy by a School employee, contractor or pupil may 
result in the temporary or permanent withdrawal of School ICT hardware, software or 
services from the offending individual.  

Any policy breach is grounds for disciplinary action in accordance with the School 
Disciplinary Procedure or, where appropriate, the Essex County Council Disciplinary 
Procedure.    

Policy breaches may also lead to criminal or civil proceedings.  

 

Incident Reporting  

Any security breaches or attempts, loss of equipment and any unauthorised use or 
suspected misuse of ICT must be immediately reported to the school’s Head teacher/ 
eSafety Co-ordinator. Additionally, all security breaches, lost/stolen equipment or data 
(including remote access Secure ID tokens and PINs), virus notifications, unsolicited 
emails, misuse or unauthorised use of ICT and all other policy non-compliance must be 
reported.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

Acceptable Use Agreement: Pupils – Poplar Adolescent Unit 

 

Pupil Acceptable Use  

Agreement / eSafety Rules 

 

• I will only use ICT in school for school purposes.  

• I will only use email by agreement with my key teacher. 

• I will only open e-mail attachments from people who my teacher has 
approved. 

• I will not tell other people my ICT passwords. 

• I will only open/delete my own files. 

• I will make sure that all ICT contact with other children and adults is 
responsible, polite and sensible. 

• I will not deliberately look for, save or send anything that could be 
unpleasant or nasty.    

• I will not give out my own details such as my name, phone number or home 
address.   

• I will be responsible for my behaviour when using ICT because I know that 
these rules are to keep me safe.   

• I know that my use of ICT can be checked and that my parent/ carer 
contacted if a member of school staff is concerned about my eSafety.    

• Images of pupils and/ or staff will only be taken, stored and used for school 
purposes and not be distributed outside the school network  

• I will not attempt to bypass the internet filtering system. 

 

 

User Signature 
I agree to follow this code of conduct and to support the safe and secure use of ICT 
throughout the school 

Signature …….………………….………… Date …………………… 

 



 

 

 

 

Acceptable Use Agreement: Staff, Governors and Visitors 

Staff, Governor and Visitor  

Acceptable Use Agreement / Code of Conduct 

➢ I will only use the school’s email / Internet / Intranet / Learning Platform and any related 
technologies for professional purposes or for uses deemed ‘reasonable’ by the Head or 
Governing Body. 

➢ I will comply with the ICT system security and not disclose any passwords provided to 
me by the school or other related authorities 

➢ I will ensure that all electronic communications with pupils and staff are compatible with 
my professional role. 

➢ I will not give out my own personal details, such as mobile phone number, personal e-
mail address and social networking identities to pupils.  

➢ I will only use the approved, secure e-mail system(s) for any school business. 
➢ I will ensure that personal data (such as data held on MIS software) is kept secure and 

is used appropriately, whether in school, taken off the school premises or accessed 
remotely.  Personal data can only be taken out of school or accessed remotely when 
authorised by the Head or Governing Body. Personal or sensitive data taken off site 
must be encrypted. 

➢ I will not install any hardware of software without permission of the administrator 
➢ I will not browse, download, upload or distribute any material that could be considered 

offensive, illegal or discriminatory.  
➢ Images of pupils and/ or staff will only be taken, stored and used for professional 

purposes inline with school policy and with written consent of the parent, carer or staff 
member.  Images will not be distributed outside the school network without the 
permission of the parent/ carer, member of staff or Headteacher. 

➢ I understand that all my use of the Internet and other related technologies can be 
monitored and logged and can be made available, on request, to my Line Manager or 
Headteacher.   

➢ I will respect copyright and intellectual property rights. 
➢ I will ensure that my online activity, both in school and outside school, will not bring my 

professional role into disrepute. 
➢ I will support and promote the school’s e-Safety and Data Security policies and help 

pupils to be safe and responsible in their use of ICT and related technologies.  
➢ I understand this forms part of the terms and conditions set out in my contract of 

employment 
 

This Acceptable Use Agreement is a summary of our eSafety Policy which is available 
in full on request  

 

User Signature 
I agree to follow this code of conduct and to support the safe and secure use of ICT 
throughout the school 

Signature …….………………….………… Date …………………… 

Full Name ………………………………….........................................(printed) 
Job title . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 



 

 

 

 

Computer Viruses  

• All files downloaded from the Internet, received via e-mail or on removable media 
(e.g. floppy disk, CD) must be checked for any viruses using school provided anti-
virus software before using them 

• Never interfere with any anti-virus software installed on school ICT equipment that 
you use  

• If your machine is not routinely connected to the school network, you must make 
provision for regular virus updates through your IT team 

• If you suspect there may be a virus on any school ICT equipment, stop using the 
equipment and contact your ICT support provider immediately. The ICT support 
provider will advise you what actions to take and be responsible for advising others 
that need to know 

 

E mails. 

• The school gives all staff their own e-mail account (in our case also an NHS email) 
to use for all school business as a work based tool This is to minimise the risk of 
receiving unsolicited or malicious e-mails and avoids the risk of personal profile 
information being revealed 

• It is the responsibility of each account holder to keep the password secure.  For the 
safety and security of users and recipients, all mail is filtered and logged; if 
necessary e-mail histories can be traced. The school email account should be the 
account that is used for all school business 

• Under no circumstances should staff contact pupils, parents or conduct any school 
business using personal e-mail addresses 

• All e-mails should be written and checked carefully before sending, in the same 
way as a letter written on school headed paper 

• Staff sending e-mails to external organisations, parents or pupils are advised to cc. 
the Headteacher, line manager or designated account 

• Pupils may only use school approved accounts on the school system and only 
under direct teacher supervision for educational purposes 

• E-mails created or received as part of your School job will be subject to disclosure 
in response to a request for information under the Freedom of Information Act 
2000. You must therefore actively manage your e-mail account as follows: 

− Delete all e-mails of short-term value 

− Organise e-mail into folders and carry out frequent house-keeping on all folders 
and archives 



 

 

 

 

• All pupil e-mail users are expected to adhere to the generally accepted rules of 
netiquette particularly in relation to the use of appropriate language and not 
revealing any personal details about themselves or others in e-mail communication, 
or arrange to meet anyone without specific permission, virus checking attachments 

• Pupils must immediately tell a teacher/ trusted adult if they receive an offensive e-
mail 

• Staff must inform (the eSafety co-ordinator/ line manager) if they receive an 
offensive e-mail 

• However you access your school e-mail (whether directly, through webmail when 
away from the office or on non-school hardware) all the school e-mail policies apply 

• The use of Hotmail, BTInternet, AOL or any other Internet based webmail service 
for sending, reading or receiving business related e-mail is not permitted 

Sending e-Mails 

• If sending e-mails containing personal, confidential, classified or financially 
sensitive data to external third parties or agencies, refer to the Section e-mailing 
Personal, Sensitive, Confidential or Classified Information 

• Use your own school e-mail account so that you are clearly identified as the 
originator of a message 

• Keep the number and relevance of e-mail recipients, particularly those being 
copied, to the minimum necessary and appropriate 

• Do not send or forward attachments unnecessarily. Whenever possible, send the 
location path to the shared drive rather than sending attachments  

• An outgoing e-mail greater than ten megabytes (including any attachments) is likely 
to be stopped automatically. This size limit also applies to incoming e-mail 

• School e-mail is not to be used for personal advertising  

Receiving e-Mails 

• Check your e-mail regularly 

• Activate your ‘out-of-office’ notification when away for extended periods 

• Use the ‘Delegation’ facility within your e-mail software so that your e-mail can be 
handled by someone else while you are not at work (if available within your 
software) 

• Never open attachments from an untrusted source; Consult your network manager 
first. 



 

 

 

 

• Do not use the e-mail systems to store attachments. Detach and save business 
related work to the appropriate shared drive/folder 

• The automatic forwarding and deletion of e-mails is not allowed 

e-mailing Personal, Sensitive, Confidential or Classified Information 

• Assess whether the information can be transmitted by other secure means before 
using e-mail   -  e-mailing confidential data is not recommended and should be 
avoided wherever possible 

• Where your conclusion is that e-mail must be used to transmit such data: 

− Obtain express consent from your manager to provide the information by e-
mail   

− Exercise caution when sending the e-mail and always follow these checks 
before releasing the e-mail: 

o Verify the details, including accurate e-mail address, of any intended 
recipient of the information 

o Verify (by phoning) the details of a requestor before responding to e-mail 
requests for information 

o Do not copy or forward the e-mail to any more recipients than is absolutely 
necessary  

− Do not send the information to any body/person whose details you have been 
unable to separately verify (usually by phone) 

− Send the information as an encrypted document attached to an e-mail  

− Provide the encryption key or password by a separate contact with the 
recipient(s) – preferably by telephone 

− Do not identify such information in the subject line of any e-mail 

− Request confirmation of safe receipt 

In exceptional circumstances, the County Council makes provision for secure data transfers 
to specific external agencies.  Such arrangements are currently in place with: 

- Essex Police 

- District and Borough Councils within Essex County Council 

- Essex NHS Trusts  

 

 

 

 

 

 



 

 

 

 

Equal Opportunities 

Pupils with Additional Needs 

The school endeavours to create a consistent message with parents for all pupils and this 
in turn should aid establishment and future development of the schools’ eSafety rules. 

However, staff are aware that some pupils may require additional teaching including 
reminders, prompts and further explanation to reinforce their existing knowledge and 
understanding of eSafety issues.   

Where a pupil has poor social understanding, careful consideration is given to group 
interactions when raising awareness of eSafety.  Internet activities are planned and well 
managed for these children and young people. 

 

 

eSafety in the Curriculum 

ICT and online resources are increasingly used across the curriculum.  We believe it is 
essential for eSafety guidance to be given to the pupils on a regular and meaningful basis.  
eSafety is embedded within our curriculum and we continually look for new opportunities to 
promote eSafety. 

• The school has a framework for teaching internet skills on induction, and in ICT/ 
PSHE lessons  

• The school provides opportunities within a range of curriculum areas to teach about 
eSafety 

• Educating pupils on the dangers of technologies that maybe encountered outside 
school is done informally when opportunities arise and as part of the eSafety 
curriculum 

• Pupils are aware of the relevant legislation when using the internet such as data 
protection and intellectual property which may limit what they want to do but also 
serves to protect them 

• Pupils are taught about copyright and respecting other people’s information, 
images, etc through discussion, modeling and activities 

• Pupils are aware of the impact of Cyberbullying and know how to seek help if they 
are affected by any form of online bullying.  Pupils are also aware of where to seek 
advice or help if they experience problems when using the internet and related 
technologies; i.e. parent/ carer, teacher/ trusted staff member, or an organisation 
such as Childline or  CEOP report abuse button 

 

 

 



 

 

 

 

Essex flowchart to assist Headteachers, Senior Leaders and e-Safety Co-
ordinators in the decision making process related to an illegal e-safety incident 

Following an e-safety incident a decision will 
have to be made quickly as to whether the 

incident involved any illegal activity 

 

Examples of illegal activity 
would include: 

• Downloading 
abusive images 

• Passing child 
pornography to 
others 

• Inciting racist or 
religious hatred 

• Extreme cases of 
cyberbullying 

• Promoting illegal 
acts 

Still unsure?   

 

For further advice ECC 
ISIS helpdesk on  

01245 431851 or 

Essex Police on  

0300 333 4444 

YES NO 

Has illegal 
activity 

taken place? 

 

Go to next flowchart 
which outlines the 

process for non-illegal 
incidents 

✓ Inform Essex Police and Essex County Council 
✓ Follow the advice given by the Police, or 
✓ Confiscate the device and if related to the school 

network disable user account 
✓ Save ALL evidence but DO NOT view or copy.  

Let the Police review the evidence  
✓ If a pupil is involved contact Social Care Direct to 

make an emergency referral on 0845 603 7634 
✓ If it involves a member of staff contact the LADO 

on 01245 436744 

Users must be aware that if 
they find something 

unpleasant or frightening 
they should switch off their 
screen or close the laptop 
and talk to a member of 

staff 

eSafety Skills Development for Staff 

• Our staff receive regular information and training on eSafety issues in the form of 
INSET and updates from ECC and ESCB 

• New staff receive information on the school’s acceptable use policy as part of their 
induction 

• All staff have been made aware of individual responsibilities relating to the 
safeguarding of children within the context of eSafety and know what to do in the 
event of misuse of technology by any member of the school community (see 
enclosed flowchart)   

• All staff are encouraged to incorporate eSafety activities and awareness within their 
curriculum areas 

 
 
 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

Internet Access 

The internet is an open communication medium, available to all, at all times.  Anyone can 
view information, send messages, discuss ideas and publish material which makes it both 
an invaluable resource for education, business and social interaction, as well as a potential 
risk to young and vulnerable people. All use of the Essex Grid for Learning (EGfL) is 
logged and the logs are randomly but regularly monitored. Whenever any inappropriate use 
is detected it will be followed up. 

Managing the Internet 

• The school maintains students who will have supervised access to Internet 
resources (where reasonable) through the school’s fixed and mobile internet 
technology 

• Staff will preview any recommended sites before use 

• All users must observe software copyright at all times. It is illegal to copy or 
distribute school software or illegal software from other sources 

• All users must observe copyright of materials from electronic resources 

Essex flowchart to assist Headteachers, Senior Leaders and e-Safety Co-
ordinators in the decision making process related to an e-safety incident where no 

illegal activity has taken place 

The Headteacher/e-Safety Co-ordinator should: 

▪ Record the incident in the e-safety log 
▪ Keep any evidence 

 

Incident types could be: 

• Using another 
persons user name 
or password 

• Accessing 
websites which are 
against the schools 
policy e.g. gaming 

• Using a mobile 
phone to take 
video during a 
lesson 

• Using technology 
to upset or bully 

If a member of staff has: 

1. Behaved in a way that has, or 
may have, harmed a child 

2. Possibly committed a criminal 
offence 

3. Behaved towards a child in a 
way that indicates that s/he 
may be unsuitable to work with 
children Contact LADO on 
01245 436744 

• Review evidence and 
determine whether the incident 
was accidental or deliberate 

• Decide upon the appropriate 
course of action 

• Follow school disciplinary 
procedures (if deliberate) and 
contact Schools HR on 01245  
436120 or your schools Link 
Officer 

Support the pupil by one or more of the 
following: 

• Class Teacher 

• e-Safety Co-ordinator 

• Headteacher/Senior Leader 

• Designated Child Protection Officer 

• School PCSO 
Inform Parent/carer as appropriate 

If the child is at risk contact Social Care Direct 
to make an emergency referral on 0845 603 

7634 

• Review incident to decide 
if other pupils were 
involved 

• Decide appropriate 
sanctions 

• Inform Parent/Carer if 
serious or persistent 
incident 

• If serious, consider 
informing the Duty 
Safeguarding Officer as 
the child instigator could 
be at risk 

YES 

 

N

O 

 

Did the 

incident 

involve a 

member of 

staff? 

Was the 

Child the 

victim or 

perpetrator? 

Pupil as 
Victim 

Pupil as 
Instigator 



 

 

 

 

Internet Use  

• You must not post personal, sensitive, confidential or classified information or 
disseminate such information in any way that may compromise its intended 
restricted audience 

• Don’t reveal names of colleagues, customers or clients or any other confidential 
information acquired through your job on any social networking site or blog  

• On-line gambling or gaming is not allowed 

It is at the Headteacher’s discretion on what internet activities are permissible for staff 
and pupils and how this is disseminated.  

• Staff and pupils are aware that school based email and internet activity can be 
monitored and explored further if required  

• The school does not allow pupils access to internet logs 

• The school uses management control tools for controlling and monitoring 
workstations 

• If staff or pupils discover an unsuitable site, the screen must be switched off/ closed 
and the incident reported immediately to the e-safety coordinator or teacher as 
appropriate   

• It is the responsibility of the school, by delegation to the network manager, to 
ensure that Anti-virus protection is installed and kept up-to-date on all school 
machines 

• Pupils and Staff using personal removable media are responsible for measures to 
protect against viruses, for example making sure that additional systems used have 
up-to-date virus protection software.  It is not the school’s responsibility nor the 
network manager’s to install or maintain virus protection on personal systems.  

• If there are any issues related to viruses or anti-virus software, the network 
manager should be informed verbally in the first instance 

Parental Involvement 

We believe that it is essential for parents/ carers to be fully involved with promoting eSafety 
both in and outside of school and also to be aware of their responsibilities.   We regularly 
consult and discuss eSafety with parents/ carers and seek to promote a wide understanding 
of the benefits related to ICT and associated risks. 

We frequently update information and guidance for parents and carers through our school 
website, using mainly CEOP materials. Information and advice has been widely available 
particularly during the lockdown period. 

 

 



 

 

 

 

Passwords and Password Security 

Passwords  

• Always use your own personal passwords to access computer based services 

• Make sure you enter your personal passwords each time you logon. Do not include 
passwords in any automated logon procedures 

• Staff should change temporary passwords at first logon 

• Change passwords whenever there is any indication of possible system or 
password compromise 

• Do not record passwords or encryption keys on paper or in an unprotected file 

If you think your password may have been compromised or someone else has 
become aware of your password report this to your ICT support team 

 

Safe Use of Images 

Taking of Images and Film 

Digital images are easy to capture, reproduce and publish and, therefore, misuse.  We must 
remember that it is not always appropriate to take or store images of any member of the 
school community or public, without first seeking consent and considering the 
appropriateness.  With the written consent of parents (on behalf of pupils) and staff, the 
school permits the appropriate taking of images by staff and pupils with school equipment 

• Staff are not permitted to use personal digital equipment, such as mobile phones 
and cameras, to record images of pupils, this includes when on field trips. However 
with the express permission of the Headteacher, images can be taken provided 
they are transferred immediately and solely to the school’s network and deleted 
from the staff device 

Consent of Adults Who Work at the School 

• Permission to use images of all staff who work at the school is sought on induction 
and a copy is located in the personnel file 

 

Personal Mobile Devices (including phones) 

• The school allows staff to bring in personal mobile phones and devices for their 
own use.  Under no circumstances does the school allow a member of staff to 
contact a pupil or parent/ carer using their personal device 

• Pupils are not allowed mobile phones in the hospital so should not be present in 
education. 

• The school is not responsible for the loss, damage or theft of any personal mobile 
device 



 

 

 

 

• The sending of inappropriate text messages between any member of the school 
community is not allowed 

• Permission must be sought before any image or sound recordings are made on 
these devices of any member of the school community 

• Users bringing personal devices into school must ensure there is no inappropriate 
or illegal content on the device 

 

 

 

Review Procedure 

There will be an on-going opportunity for staff to discuss with the eSafety coordinator any 
issue of eSafety that concerns them 

This policy will be reviewed every 12 months and consideration given to the implications for 
future whole school development planning 

The policy will be amended if new technologies are adopted or Central Government change 
the orders or guidance in any way 

This policy has been read, amended and approved by the staff, head teacher and 
governors  

 


